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NOTATIONS
Encryption of under key . One-way output of under the secret key . One-way hash output of the concatenation of , and . Signature of with key . Subscriber's public key. Subscriber's secret key. Secret authentication key shared between a subscriber and his HLR. Temporary service key shared key between a subscriber and the VLR. Identities of HLR and VLR. IMSI Subscriber's unique identity. TMSI Temporary mobile subscriber identity.
I. INTRODUCTION
T HERE are many service domains in the Personal Communication Systems (PCS's), each operated under a different administration with a different level of protection. Some service domains are more vulnerable than the others to attacks from intruders or insiders. So far, most systems which include Global System for Mobile Communications (GSM) [9] , U.S. Digital Cellular (USDC) [7] , Digital European Cordless Telecommunications (DECT) [10] , Cellular Digital Packet Data (CDPD) [5] , and some others [1] , [4] , [16] , [17] proposed by independent researchers, assume that all participants, subscribers, and service providers/network operators, are assumed to be trustworthy and the fraud can only come from outsiders. But this is not true in the real world situation. For example, a dishonest subscriber may repudiate the calls he has made. An intruder to a compromised service domain or an insider may make free calls under a subscriber's identity. The billing system may go wrong and cause the accounting error. Currently, a subscriber may simply call his service provider to complain of the incorrect bills and get the charge dropped. However, when the complaints are often and the amount of charge involved takes a significant portion of the revenue, such practice will not be acceptable. An arbitration protocol would be needed to decide whether a subscriber has maliciously repudiated services and help identify the problem if the subscriber is wrongly charged.
II. PREVIOUS WORKS
The major two techniques used in this paper are digital signature and hash chaining. These two techniques are commonly used in many applications, particularly in [2] where they are used to construct electronic cash and [12] where they are used to sign stream data. Because of the unique requirements in the PCS environment, some factors need to be considered in using these two techniques to design authentication protocols with nonrepudiation feature.
Digital signature techniques have also been used to construct authentication protocols [1] , [4] for PCS-like systems. In general, these protocols cause significant delay in the computation of a digital signature. In 1995, with hash-chaining techniques, one paper [16] was proposed to add nonrepudiation feature in the authentication process to solve possible bill disputes on service charge occurred on a visited foreign domain. It requires a subscriber to fully trust his home domain (and no conspiracy between ones home system and a foreign system) and, therefore, it cannot handle fraud or billing errors caused by ones home domain. In this paper, both digital signature and hash chaining techniques are integrated in an innovative way and stronger protocols will be proposed to remove a subscribers trust on his home domain. One goal of the new protocols is to protect subscribers from being wrongly charged by any service provider. Another goal is to provide the service providers with legal evidences to collect bills in case subscribers repudiate calls that they requested. Achieving these two goals also means that insider fraud/attack from any domain can be detected. It helps to identify accounting errors on the operators. More importantly, the new protocols must be efficient so it can be implemented on the mobile device with limited computing/battery power, and the setup delay incurred from the process must be minimal.
A trusted certification center is not required and the publickey certificate revocation problem is confined in a single service domain. No separate certificate revocation list (CRL) needs to be sent to other service domain. To reduce the computation delay on signature generation, only one signature is needed for multiple sessions and the ElGamal-type digital signature schemes [6] , [8] , [13] , [22] can be used to minimize the computation on the mobile devices.
III. INNOVATION
This paper uses Lamport's one-time password/hashchaining technique [15] to construct authentication protocols that support nonrepudiation services in the PCS communication. This technique was first proposed in 1981 and has been used in many other applications [2] , [12] , [14] . Let be a one-way function and be the composition of 's. One generates the digital signature of , and then reveals , and in sequence to prove himself for times. If a service request is granted after each successful authentication of the subscriber, then a released value, , serves as a nonrepudiation evidence that the subscriber has made at least -requests. Note that can be easily implemented with one-way hash functions like MD5 [18] or SHA [20] . General discussion on one-way functions and one-way hash functions can be found in [21] and the implementation of one-way functions with one-way hash functions can be found in [2] .
To use this hash-chaining technique the prover and the verifier must have precise synchronization. If such synchronization is lost because of the subscriber's roaming into a new domain or communication noise in authentication process, a new set of chained hash values and its digital signature would have to be recomputed and the protocol would has to be restarted. To solve this problem, we let the subscriber select seeds, , compute , and sign on the one-way hash value, . Since each , can be used for up to nonrepudiation connections, the signature can be used for nonrepudiation connections.
IV. PROPOSED SECURITY PROTOCOLS
There are four protocols in our proposal: the registration protocol, the service reservation protocol, the service key establishment protocol, and the session key establishment protocol. In general, we use HLR to denote a subscriber's home system and VLR to denote the visited (serving) system. On interdomain roaming, the VLR is a foreign system. However, if the subscriber is within the coverage of his home system, the VLR and HLR are of the same entity. Before introducing these protocols, more notations used are explained here.
B. Registration Protocol
When one subscribes to the PCS services, he picks a key pair, (
) and presents the public-key, , to his chosen service provider along with other identification information. The area operated under this service provider is the home system of the subscriber. The home system then assigns and to the subscriber and stores , , and in the database. Note that a trusted public-key certification center is not required. This eliminates the revocation problem of publickey certificates that are present in many public-key based protocols.
C. Service Reservation Protocol mobile subscriber
This message provides the legal evidence of the subscriber's intention to use the service. The timestamp used here guarantees the freshness of the message and a signature on this message allows the subscriber to prove his authenticity to his HLR. As long as the value of timestamp is greater than the one in the previous reservation message, it suffices to detect any replayed message. The synchronization on a global clock is not needed.
D. Service Key Establishment Protocol
Message #1: subscriber This message is used to establish a service key between a subscriber and the VLR when a subscriber moves into a new service domain.
is a random number selected by the subscriber that will be used to generate the service key.
Since each signature contains secret values of 's, it allows a subscriber to prove himself to his HLR times. If all 's have been used or the synchronization on 's between a subscriber and his HLR is lost, the subscriber will have to invoke the service reservation protocol again. When the submitted is valid, i.e., , the HLR will compute and send it to the VLR in the next message. The service key will be used to generate session keys between the subscriber and the VLR in the next protocol.
Message #2:
When the VLR receives this message, it means that the subscriber has successfully proved himself to his HLR.
will be used to authenticate the subscriber. Note that a secure channel must exist between the VLR and HLR so will not be available to attackers.
Message #3:
is a temporary mobile subscriber identity used to hide a subscriber's real identity in the subsequent connections. A new is needed for each session. Since only the valid VLR can obtain from the subscriber's HLR and computes the right ciphertext, the presence of in this decrypted message proves to the subscriber that this is the VLR that has been authorized by his HLR.
E. Session Key Establishment Protocol
With hash-chaining technique, the subscriber will orderly reveal , one for each new session. Note that has been used in the service key establishment protocol. Assuming that the subscriber has made connections, . The VLR has recorded the value of , as the nonrepudiation evidence, along with the subscriber's temporary identity,
. The subscriber now tries to establish the th session. The protocol proceeds as follows:
Message #1: subscriber VLR If is valid and the computed value of is identical to the stored value of , the subscriber is a legitimate one and the VLR computes the session key, for this session. The VLR also chooses a new temporary identity, , for the next round of session key establishment protocol. The new will be encrypted under this session key and sent to the subscriber in the next message. If the subscriber fails to prove his authenticity, either because the is not a valid one or the computed value is not correct (because of loss of synchronization), the subscriber would have to invoke the service key establishment protocol with to reestablish a new service key.
Message #2: VLR mobile subscriber
The subscriber computes the session key, , and decrypts this received message. This message enables the subscriber to authenticate the VLR. Because only the legitimate VLR (of course, other than the subscriber and his HLR) can compute the session key and the right ciphertext, the presence of in the decrypted message proves the legitimacy of the VLR to the subscriber. The session key is used to encrypt all data in the th session as well as the temporary identity for the th session.
When this key is compromised under some attacks such as the known-plaintext attack, the security of subsequent connections is not affected.
V. CONCLUSION
Authentication protocols with nonrepudiation services are proposed for the personal communication systems. These protocols provide mutual authentication, weak subscriber ID confidentiality, and session-independence. They are also efficient in terms of computation and communication delay. With the nonrepudiation feature, a subscriber cannot deny the services that he has used and a service provider cannot overcharge a subscriber for the services that he did not request. This feature helps identify fraud, unexpected security breach, and errors on the billing system.
